WORDPRESS CHECKLIST 2023

Viéc xdy dwng va van hanh mét trang web WordPress bao gdm nhiéu cdng viéc, vi vdy ching toi
téng hop danh sach cong vic dé ban khong quén bat cir didu gi. Ti cai dat dén van hanh va bao
tri, ching téi hy vong danh sich kiém tra nay 1a mt tai liéu tham khao hitu ich cho trang web
hién tai hoac du an trang web WordPress tiép theo cla ban.

A) CAI BAT

Danh sach dau tién gilip ban bat dau sé hitu 1 website WordPress mot cach ing dén nhat.
o Mua tén mién.
o Mua WordPress hosting clia cac don vi uy tin.
o Cai dat WordPress core ban mdi nhat trén server.

B) CAI DAT CO BAN

DAy la cong viéc cla cac 13p trinh vién, néu ban chua cé kinh nghiém va kin thirc vé 1ap trinh,
h3y that can than khi thyc hién cac budc nay.

Cai d3t tén mién trén cPanel hodc hosting panel ma ban dwoc cung cép.
Cai dat database va tai khoan dang nhap vao database.

Thay d&i DNS cha tén mién dé trd vé IP cua hosting.

Xda ndi dung mac dinh ciia WordPress nhu bai viét "Hello, World!".
X0a file wp-config-sample.php.

Cai dat WordPress theme. Khuyén dung Kadence, Astra, GeneratePress.
Cai dat cac plugin can thiét.

Tao sitemap.

Tao trang 404.

Thém favicon.

Thém ndi dung cho thudc tinh "alt" cta tat ca cac anh.

Ngan chan spam (khuyén dung Aksimet).

Cai dat thong tin lin hé.

Cai dat lai mui gio trong WordPress.

Cai dat Google Analytics, Search Console.

Chuyén hudng 301 tir website cli sang méi.

Tao chuyén muc bai vit va xda chuyén muc "Uncategorized".

Kiém tra website trén nhiéu thiét bj va trinh duyét khic nhau.

Kiém tra moi th&t, ddm bdo déu hoat déng tot.
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C) BAO MAT

WordPress la doi twgng wu thich cta cac hacker va bot. Vi vay hdy dam bao ban d3 tuan tha
toan bo cac budc duwdi day

Cap nhat WordPress core |én phién ban méi nhét.

Thay d&i duwéng dan "wp-admin" hodc dt mat khau truy cap bang .htaccess.

Cai dat plugin bao mat (iThemes Security, Wordfence...).

Cai dat va kich hoat 2-factor authentication.

Cai dat "brute force protection".

Xda toan b6 theme & plugin khéng sir dung.

Loai bo phién ban cia WordPress.

Thay thé cac plugin d3 cii bang cac plugin tuwong ty nhung duwoc cap nhat thudng xuyén.
Sao lvu website dinh ky.

St dung Google reCaptcha cho tat ca cac biéu mau.

Tat RestAPI néu khéng sir dung.

Thay d&i mat khau dang nhap dinh ky.

Tat tinh nang File Editor trong WordPress. Khéng cho phép thém hoic chinh sira file.
Kiém tra lai file permission trong WordPress.

St dung SSL cho toan bd website.

S dung phién ban PHP mdi nhat.

S dung phién ban database mdi nhat.

Bat IP Whitelist cho cdac truy cap SSH & SFTP.
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D) SAO LU'U

DAy la 1 tinh ndng vd cung quan trong ma bat ky website nao cling phai cé. Tuy nhién,
WordPress mac dinh khong ¢ tinh nang nay. Dirng bo qua cac budc sau nhé.
o Cai dat plugin sao lwu (khuyén dung UpdraftPlus, BackupBuddy, WP All-in-one
Migration).
Thiét 1ap sao luru dinh ky (database va toan bd file trong WordPress).
Luu tri sao lwu trén cloud (Google Drive, Dropbox, AWS S3...).

E) SEO

Hay tap trung vao chién lwge SEO cla ban. Ban s& nhan thay su khac biét vé két qua SEO cla
500 va 10,000 lwot truy cp moi ngay.

o Cai dat plugin SEO (Yoast SEO, Rankmath).

o Céac trang va bai viét cé tieu dé KHONG trung l3p, va it hon 70 tir.



Céc trang va bai viét c6 meta desciption KHONG trung Ip, va it hon 156 tur.
Cac trang va bai viét nén c6 it hon 10 keyword trong ndi dung.

Cap nhat sitemap Ién céc cong cu tim kiém.

Két ndi Google Analytics.

KHONG st dung ché dd mic dinh clia dwong dan tinh.

Dam bao chi cé duy nhat moét thé H1 trong mot trang va co chira tir khda.
Xac nhan toan bd anh déu cé thuéc tinh "alt".

o O 0O O 0O 0 o ©O

S dung ca internal & external link trong bai viét.
F) TOI U TOC PO
Toc d6 1a iéu kién quan trong nhat d6i vadi SEO va trai nghiém khach hang. Hay ludn dam bao

website clia ban c6 tdc d6 tai trang <3s.
Kiém tra site trén https://gtmetrix.com.

Kiém tra site trén https://tools.pingdom.com.

o

o Kiém tra site trén https://www.webpagetest.org.

o Vatrén https://pagespeed.web.dev.

o Su dung caching plugin (W3 Total Cache, WP Super Cache, LiteSpeed Cache, WP Rocket).

o Dam bdo caching plugin duoc ciu hinh chinh xac, day di theo yéu cdu clia tirng website.

o St dung CDN.

o DPam bado CDN dugc cau hinh chuan xac, day dd theo yéu cau cla tirng website.

o Tat cd anh déu duoc nén va téi wu hién thj trén cac thiét bi khac nhau.

o Dam bdo cic plugin dang cai déu duoc st dung va xda nhirng plugin d3 bi khai tlr hodc
khong duoc cap nhat.

o N&u ban st dung Jetpack, hay tat cdc module khdng s dung dén.

o Ap dung minification cho moi noi cé thé.

o Toi wu database.

o Dam bdo tdc dd hosting cda nha cung cap la tét nhat.

o Dam bao theme, plugin va WordPress dang la phién ban mai nhat.

o Sk dung cdng cu "Waterfall" dé€ xac dinh cdc thanh phan nang trén trang.

o SU dung lazy-load dé tang téc do tai trang.



